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l. BACKGROUND INFORMATION

1. General Information

Project Name DP~3T Contact Tracing System
Assessment Document Owner: EPFL — Ecole polytechnique fédérale de
Completed by: Lausanne (Prof. Edouard Bugnion)
External Legal Adviser: id est avocats Sarl (Michel Jaccard &
Alexandre Jotterand)

Document version Version 1.0, 01.05.2020

2. Project Outline—=What Is It That Is Being Planned?

“Decentralised Privacy-Preserving Proximity Tracing”, in short DP”3T, is a secure and decentralised
privacy-preserving proximity tracing software system (“DP”*3T” or the “system”).

Its goal is to simplify and accelerate the process of identifying people who have been in contact with
a person tested positive to the SARS-CoV-2 virus (“COVID-19”), thus providing a technological
foundation to help slow the spread of the virus.

The system aims to minimise privacy and security risks for individuals and communities and
guarantee the highest level of data protection. It further aims at ensuring that the deployment of a
proximity tracing technology for the purpose of addressing the COVID-19 virus will not result in
governments obtaining surveillance capabilities which will endanger civil society.

The system generally complies with best practices in the industry, including the requirements
specified by the European Data Protection Board (“EDPB”) in its Guidelines 04/2020 on the use of
location data and contact tracing tools in the context of the COVID-19 outbreak (the “EDPB
Guidelines 04/2020”). This document contains in enclosure a detailed analysis of DP"3T's
compliance with the requirements set out by the EDPB in the “analysis guide” attached to the EDPB
Guidelines 04/2020.*

3. Description —=Why Is the Project Being Undertaken?

There is growing interest from politicians and health authorities around the world in technological
approaches to help individuals and countries navigate and fight the COVID-19 pandemic.

In the period of the crisis during which governments intend to ease the restrictions that were imposed
on the population (lockdown, social distancing, etc.), the fact that COVID-19 asymptomatic people
can still spread the virus poses a new challenge, reinforcing the need to trace people at risk in the
early stages of the disease, and to trace interactions that may have taken place with people whom an
individual cannot reach out to”.

1 See below Section VII. pp. 43 ff. The EDPB Guidelines 04/2020 may be accessed at:
https://edpb.europa.eu/sites/edpb/files/files/filel/edpb quidelines 20200420 contact tracing covid with ann

ex_en.pdf.
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One suggested approach has been to make use of Bluetooth signals on personal smartphones to
provide a system that informs users about encounters with individuals who have since tested positive
for COVID-19.

However, the proposed infrastructures underlying such proximity tracing systems vastly differ in their
privacy and security properties. Some proposals may fail to protect highly sensitive data, or have the
potential to be misused or extended far beyond their initial purpose and the lifetime of the crisis.

This is all the more important given the global nature of this challenge and the fact that the pandemic
reaches across borders and jurisdictions with different levels of fundamental rights guarantees, in
times where many governments are functioning under states of exception.

Among different approaches, there are currently two categories of solutions that propose setting up
infrastructure tasked specifically to only collect data needed to fulfil the proximity tracing needs of
health authorities or epidemiologists (which are referred to as “designs to minimise data collection”):

- Centralised models attempt to minimise data by generating and keeping track of ephemeral
identifiers distributed to users which can be used to construct the contact graph of a user only in
the case they are infected. The generation of identifiers and generation of contact graphs are done
on a server which is often assumed to be controlled by a government or another “trusted” entity.
Any identifiers that an infected individual uploads to the system that he or she has observed can
be resolved by the server into a persistent identifier that can be used to single-out an at-risk user.
This model assumes that the entity running the server shall not misuse the data and capabilities
of the server in cases beyond managing infection progression, for example, at the request of law
enforcement, border control or intelligence agencies. Such protection relies on the protection of
the central server which can potentially be repurposed into a ‘data grab’ model (i.e. a model that
relies on a disproportionate collection of personal data in time of crisis, and assumes legal
protections will be sufficient to protect populations which is often not the case).

- Decentralised models are designed to keep as much data on user devices as possible. Methods
are introduced to strictly control data flows in order to avoid accumulating any contact data on a
centralised server. This means that a server exists but only to enable people to use their own
devices to trace contacts. The server is not trusted with personally identifiable information at all,
cannot use any identifiers to single out an individual, nor does it provide any individual with the
identifiers they should broadcast, and therefore is much less vulnerable to function creep than all
other solutions.

While other international initiatives currently focus on centralised models, as is the case of the Pan-
European Privacy-Preserving Proximity Tracing project (‘“PEPP-PT”)?, the international consortium
that developed the DP/3T system® reached the conclusion, after careful consideration, that a
decentralised model must be preferred.* This follows the legal requirement to build in technical and
organisational measures to ensure that only the personal data strictly necessary for the purpose of
the system are processed, in line with data protection by design and by default.®

2 As of the date of writing, France's and UK's systems follow a centralised design based on PEPP-PT (see:
https://www.ft.com/content/d2609e26-8875-11ea-a01c-a28a3e3fbd33;
https://www.swissinfo.ch/eng/european-coronavirus-app-platform-gains-traction-with-governments/45699466).
Germany indicated on 28.04.2020 that for privacy reasons, it was abandoning its plan for a centralised design
in favour of a decentralised solution (https://www.reuters.com/article/us-health-coronavirus-europe-
tech/germany-flips-on-smartphone-contact-tracing-backs-apple-and-google-idUSKCN22807J)

The consortium members are listed below in Section 1.7., p 8.

4 See also the “Contact Tracing Joint Statement: Date 19th April 2020 signed by 579 researchers and scientists
(as of 28.04.2020) around the world (https://www.esat.kuleuven.be/cosic/sites/contact-tracing-joint-statement/)

5 Art. 25(2) GDPR.

CC BY-ND 4.0 3/52



https://www.ft.com/content/d2609e26-8875-11ea-a01c-a28a3e3fbd33
https://www.swissinfo.ch/eng/european-coronavirus-app-platform-gains-traction-with-governments/45699466
https://www.reuters.com/article/us-health-coronavirus-europe-tech/germany-flips-on-smartphone-contact-tracing-backs-apple-and-google-idUSKCN22807J
https://www.reuters.com/article/us-health-coronavirus-europe-tech/germany-flips-on-smartphone-contact-tracing-backs-apple-and-google-idUSKCN22807J
https://www.esat.kuleuven.be/cosic/sites/contact-tracing-joint-statement/

DPIA Report — DPA3T | E idest
Version: V.01| 01.05.2020 o

By relying on a decentralised architecture®, DP3T better protects the privacy of the individuals and
mitigates the risks generally associated with centralised designs, which include:

- intrinsic vulnerabilities of centralised data minimisation models, including the risk of the system
being attacked and compromised, in breach of the security principle;

- limitations of the effectiveness of legal safeguards and the impossibility of true anonymisation;

- the system being repurposed, leading to function creep and breaches of the purpose limitation
principle; and

- loss of trust, leading to lack of adoption and significant numbers of false negatives, endangering
the accuracy principle.

The EDPB considers that a decentralised solution generally is more in line with the data minimisation
principle than a centralised one.” The European Parliament has also expressed its preference for
decentralised solutions in a recent resolution.®

4. Functionality —How the System Works?

The functioning of the DP~3T system is described in detail in the white paper® available on the GitHub
webpage of the project.

An explanatory comic is also available in many languages on another GitHub webpage,'° as well as
a summary of the project.'?

In a nutshell, the decentralised system underpinning DP*3T works in four phases:

1. Installation: an app (the “User App”) is installed by individuals (“Users”) on their compatible
smartphones from either the Apple App Store or the Google Play Store. Google and Apple have
made common efforts to develop an API that will allow the detection of close contacts between
i0S-i0S, Android-Android, and iOS-Android devices, using the same algorithm.12

The installation requires agreeing to receive notifications (pop-ups) and enabling Bluetooth. The
installation and setting up of the User App do not require the Users to create a login nor to
provide any other personal data.

2. Normal operation: Users continually run the User App, which broadcasts via Bluetooth an
ephemeral, pseudo-random ID representing the User (“EphlIDs”) and also record pseudo-
random IDs of other Users observed from smartphones in close proximity, together with the
duration and an approximate indication of time (e.g. April 2).

All data remains exclusively on the User device (each User App storing its secret key (SK) and
the EphIDs that have been recorded from the devices in close proximity).

6 Despite being decentralised, DP*3T has a backend. There is, however, no central point of trust for security and
privacy. All critical operations (creating EphlDs and matching observations) are done locally in each phone. The
backend server is only needed to ensure availability and does not maintain any sensitive information. Attackers
would not gain anything by compromising the backend. All privacy-sensitive information is decentralised, and
stored on individual phones.

7 EDPB Guidelines 04/2020, § 42 and footnote 18.

8 “European Parliament resolution of 17 April 2020 on EU coordinated action to combat the COVID-19 pandemic
and its consequences” (2020/2616(RSP)), para 52.

9 https://github.com/DP-3T/documents/blob/master/DP3T%20White%20Paper.pdf.

10 https://github.com/DP-3T/documents/tree/master/public_engagement/cartoon

11 https://github.com/DP-3T/documents/blob/master/DP3T%20-%20Data%20Protection%20and%20Security. pdf

12 Apple and Google have released a joint specification describing their system support for privacy-preserving
proximity tracing on iOS and Android.
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4. Decentralised contact tracing: The User App of each User (i) periodically queries the backend

Handling COVID-19 positive patients: Healthcare providers diagnose individuals that have
tested positive for COVID-19 (no distinction being made between those that use the User App
and the others). After a positive diagnosis, the healthcare provider will ask the individuals if they
have installed the User App and if they are willing to send their EphIDs to the backend server to
facilitate contact tracing. If the User opts in, they proceed as follows:

(i) The healthcare provider generates an authorisation code for the User, e.g., in the form of a
QR code.!® The healthcare provider shows this QR code to the User.

(i) The User instructs her app to scan the QR code to obtain this authorisation code.

(iiiy The User App opens an encrypted TLS connection to the server and sends to the backend
server (a) the authorisation code and its secret key (SK), or (b) a compact representation
of the EphlIDs it has broadcast during the infectious window.# This upload does not include
the push-notification identifier.

(iv) When the backend server receives the upload, it verifies the authorisation code, and stores
the secret key (SK) and the uploaded EphlIDs. It does not store any other information related
to the upload (such as IP addresses or time).

The identity of the User cannot be derived from the data stored by the server or by the User App
of other Users.!> Before a voluntary upload, no data other than the EphlDs broadcast via
Bluetooth leaves the User device.

The authorisation process described above aims at ensuring, in accordance with the
requirements set out by the EDPB, 16 that only data of COVID-19 positive persons, as confirmed
by a healthcare professional, is uploaded to the backend server.

server for the information uploaded by COVID-19 positive Users and (ii) locally reconstructs the
corresponding EphlDs of COVID-19 positive patients, in order to determine whether the User
was in physical proximity of a COVID-19 positive person and potentially at risk. If this was the
case, the User App can inform the User and recommend certain actions (e.g. to self-isolate, go
to a testing centre, etc.).t’

Additionally, DP*3T protocol may allow Users —if this functionality is implemented!® —to voluntarily
provide anonymous data to epidemiology research centres.1®

DPA3T provides built-in, strong, mathematically provable support for privacy and data protection goals
and minimises the personal data required to what is necessary for the tasks envisaged. Furthermore,
DP73T aims at strictly limiting how the system can be repurposed through the application of

cryptographic methods and prevent misuse and function creep.

13

14

15
16
17
18
19

Country-specific. This can also be a single-use, 9-digit code, that is randomly generated by the system (and
serves the same purpose).

This is country-specific: DP*3T protocol may be implemented in order to send (and later store) either the secret
key (SK) or the compact representation of the broadcast EphIDs.

See below Section 11.3. pp. 15 ff.

EDPB Guidelines 04/2020, § 46.

These actions are country-specific.

See below Section 1.10. p. 12 for information on the scope of this report.

The data which may be provided for this purpose includes aggregates of day and time of exposure to COVID-
19 positive Users (but not the identity or even EphIDs of these Users). Users would experience no detriment
from refusing to provide such data, in line with GDPR, recital 42.
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5. Purpose-What Is the Purpose of Collecting the Information Within the System?

The DP"3T system is intended to be deployed during the COVID-19 pandemic and pursues the aim
of fostering private and public health by early detection of potential exposition to the virus.

Its sole purpose?® is to quickly inform contacts of a COVID-19 positive person that they may have
been exposed through close-range physical proximity with a COVID-19 positive person. The goal of
proximity tracing is to determine who has been in close physical proximity to a COVID-19 positive
person, without revealing the contact’s identity or where this contact occurred. After contact, the
person receives instructions on which further actions to take (this part is country-specific).

The intent behind the system is to inform individuals that they may have been at risk before they
become contagious, thus stopping (or slowing down) the spread of COVID-19.?! This is based on
current scientific understanding of epidemiologists, which indicates that pre-symptomatic carriers of
COVID19 can be contagious up to 2-3 days before the onset of symptoms, but that the disease also
has a latency period.

The DP~3T system does not aim to provide the following functionalities:

- Monitoring compliance with governmental measures: the DP"3T system cannot be used for
the purpose of monitoring compliance with quarantine or confinement measures, social distancing
or other measures imposed by the government.?2

- Tracking COVID-19 positive patients: once infected patients report themselves, the DP~3T
system does not attempt to track them, nor does it provide a mechanism to ensure that they
comply with medical orders. The goal of the app is to avoid asymptomatic users unknowingly
spreading a disease. Diagnosed users are assumed to be responsible and take precautions if
necessary when going into the public, for instance to a doctor’s appointment. Therefore, the
system is not designed to detect contacts with infected patients after their diagnosis and does not
attempt to detect or prevent misbehaviour. The reason being that the gain in utility (one
irresponsible person being under control) does not justify the loss of privacy for other well-behaved
infected Users. Moreover, this is not a location-tracking app and cannot determine when a user is
“in public.”

- Finding hotspots or infected users’ trajectories: the DP*3T system does not attempt to identify
locations that have a concentration of infected people. This is a design decision. The purpose of
the application is limited to the two goals specified above, which enable to collect and process
specific data. In particular it avoids collecting location data, which is highly sensitive and very
difficult to publish in a privacy-preserving way.?3

20 This conforms with EDPB Guidelines 04/2020 "PUR-1" requirement (p. 14).

21 The idea behind contact tracing in general is to clinically interview a newly confirmed case and all of her recent
contacts (during the contagious period) and make a determination of quarantine. For proximity-tracing, the
intend is to notify cases where the two subjects do not know each other. The subject at risk, who receives
notification from her phone, voluntarily calls the hotline and follows a clinical interview, which may also lead to
a diagnosis that self-quarantine is the appropriate choice. This process is voluntary, and the interview protocol
is the responsibility of the public health authorities

22 This conforms with EDPB Guidelines 04/2020 "PUR-2" requirement (p. 14).

23 This conforms with EDPB Guidelines 04/2020 "PUR-3" requirement (p. 14).
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6. Privacy Impacts —What Are the Potential Privacy Impacts of this Project?

In General

DPA3T is a contact tracing system aiming to be used on a large scale by the population of a country
to help combat the COVID-19. Any such system may have an important impact on the privacy and
other fundamental rights and freedoms of individuals if appropriate safeguards are not put in place.

As underlined by the EDPB,?* individuals should not have to choose between an efficient response
to the COVID-19 crisis and the protection of their fundamental rights. The DP?3T system aims to
provide an effective solution to fight the COVID-19 crisis, while protecting individual privacy.

In particular, DP~3T is designed to be used on a voluntary basis and does not rely on tracing individual
movement, but rather on proximity information regarding with respect to other users.

The use of the DP”3T will mainly imply that the required data will be collected for each User to
determine the persons with whom a specific User has interacted. Although the system relies on the
collection of information that cannot be linked to individuals (non-personal data), such information
may relate to the health of the Users, if they decide to upload their data following a positive diagnosis
for COVID-19. The risk of individuals being identified cannot be entirely excluded.?

High-Level Risks and Mitigations

The type of data being collected on Bluetooth connections could reveal information about families,
societies, and communities. To address this issue, the DP"3T system has been designed to ensure
it is never centralised, and such a risk does not materialise.

Digital contact tracing processes require input data to trigger an at-risk status, typically a test result.
Such data is likely to be characterised as sensitive data under data protection laws. DP-3T has been
designed in order to avoid that a central server or other users have any way with means reasonably
likely to be used to discover the infection status of someone else through attacks on the protocol itself.

However, it should be noted that contact tracing of every type brings privacy risks even if carried out
carefully. Individuals in small communities may receive alerts and calls which, when compared, lead
them to identify (rightly or wrongly) the source of their at-risk status. This is similarly the case for
manual contact tracing and for automatic contact tracing. While risks of attacks that can reveal such
information from just one user of the app may be mitigated, social processes will always present a
privacy risk to others where any form of contact tracing is involved.

The DP/3T system must form part of a national strategy, and the information provided to Users
determined to be at-risk, and the data protection implications of any action they are expected to take
beyond that, falls outside of the scope of this report.?® Nevertheless, it is worth stating that depending
on what the app implementing the DP~3T protocol asks the Users to do, and the legal effects that the
notification produces have, the provisions of the GDPR on automated decision-making may be
triggered. This would require either a basis in the law of the State deploying the system laying down
suitable measures to safeguard the data subject's rights and freedoms and legitimate interests, or
another lawful basis stated in Art. 22(2) GDPR and the implementation of a process ensuring that
individuals can obtain human intervention on the part of the controller, to express their point of view
and to contest the decision.?’

24 EDPB Guidelines 04/2020, 88 8 and 49.

25 The risk of identification is analysed in details in Section I1.3. pp. 15 ff. and Section V. pp. 33 ff.
26 See below Section 1.10. p. 12.

27 Art. 22(3) GDPR.
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Potential risks to the Users' privacy are analysed below in Section V. pp. 33 ff.

7. Stakeholders — Who Is Involved in the Project?

1. Project Owner | Consortium

The development and design of DP"3T are being carried out by an international consortium of
technologists, legal experts, engineers and epidemiologists with a wide range of experience (the
“‘Consortium”). The Consortium is led from EPFL in Switzerland by Prof. Carmela Troncoso, a
leading expert in privacy, and has called upon experts from various countries including Belgium,
Germany, Italy, the Netherlands, Switzerland and the United Kingdom.

The Consortium consists of people with a wide range of experience including:

- Prof. Edouard Bugnion: Co-Founder of VMWare, Former Vice President at Cisco

- Prof. Srdjan Capkun: ERC Awardee, Fellow of the ACM, Director of the Zurich Information and
Privacy Centre

- Prof. James Larus: Former Director of Research and Strategy for Microsoft eXtreme Computing
Group

- Prof. Kenny Paterson: Fellow of the International Association of Cryptologic Research, Former
Manager at Hewlett-Packard Laboratories Europe

- Prof. Mathias Payer: ERC Awardee

- Prof. Bart Preneel: Former President of the International Association of Cryptologic Research,
Fellow of the International Association of Cryptologic Research.

- Prof. Nigel Smart: ERC Awardee, Former Vice President of the International Association of
Cryptologic Research, Fellow of the International Association of Cryptologic Research, Co-
Founder of UnBound Tech.

Other persons involved in the project include:

- EPFL: Prof. Carmela Troncoso, Prof. Jean-Pierre Hubaux, Prof. Marcel Salathé, Dr. Wouter
Lueks, Theresa Stadler, Dr. Apostolos Pyrgelis, Dr. Daniele Antonioli, Ludovic Barman, Sylvain
Chatel

- ETHZ: Prof. David Basin, Dr. Jan Beutel, Dennis Jackson
- KU Leuven: Dr. Dave Singelee, Dr. Aysajan Abidin

- TU Delft: Prof. Seda Gurses

- University College London: Dr. Michael Veale

- CISPA: Prof. Cas Cremers

- University of Oxford: Dr. Reuben Binns

- University of Torino/ISI Foundation: Prof. Ciro Cattuto

- Eticas Foundation: Dr. Gemma Galdon Clavell

2. Users

The system is designed to be used by as many individuals as possible among the populations of
countries affected by COVID-19.
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3. Backend Server

The backend server is needed to ensure availability of the system and to enable people to use their
own devices to trace contacts. The backend only hosts the information that is voluntarily transmitted
by Users who have been diagnosed by healthcare professionals with COVID-19 and makes that
information available. It does not store any privacy-sensitive information.

The role of backend will generally be assumed by national health authorities or other public bodies.
From a data protection point of view, the backend will act as data controller of the data that is
contained in the central server.?8

It must be noted that the DPA3T is designed as a decentralised system; it therefore by design limits
the control of the backend server on data processing activities that are carried out on the system. The
backend server, and thus the government body responsible for it, has no control on the data that is
stored on User phones. Its role as data controller is therefore limited.

In Switzerland the role of backend will be assumed by the Federal Office for Statistics (“FOS”), which
will act as controller (maitre du fichier; Inhaber der Datensammlung) of the information stored on the
central server. The FOS will delegate the technical development, hosting and maintenance of the
infrastructure necessary for the deployment and operation of DP"3T to the Swiss Federal Office of
Information Technology and Telecommunication (“FOITT”). It is recommended that the role and
responsibilities of each federal authority be clarified in an ordinance of the Federal Council.2°

4. Authorisation Server

The authorisation server hosts the cryptographic keys that are used to verify that only Users who
have been diagnosed positive to COVID-19 by a recognised healthcare professional can upload their
data to the backend server. The implementation of the authorisation process (for instance by means
of a QR code or otherwise), and the authorisation server on which it runs, are country-specific and
outside of the DPA3T protocol.3°

In Switzerland, responsibility for the authorisation server will be assumed by the Federal Office of
Public Health (“FOPH”), which will delegate its operation to the FOITT.

5. The Steering Committee

In each country (or region) where it is deployed, the governance of the contact tracing system should
be entrusted to a steering committee composed of scientists, government representatives and other
stakeholders (Steering Committee).

The role of the Steering Committee will be defined on a country-basis, but its tasks should at a
minimum include®!: (i) progressively validating the effectiveness of the system from a public health
point of view, based on a pre-agreed evaluation protocol and (ii) auditing, controlling and if necessary
adapting the correctness of the algorithm used to measure the risk of infection.

6. Operating System Providers | Apple and Google

Apple and Google run the operating system on which the User App will run (as it is the case for all
apps installed on smartphones). In this capacity, they will only provide a push notification service, the
same as for any app and will be aware that the User App has been installed.

28 The EDPB considers that the national health authorities could be the controllers (see EDPB Guidelines 04/2020,
§ 25).

29 In accordance with Art. 16 para. 2 of the Swiss Federal Data Protection Act (FDPA; RS 235.1).

30 They fall outside the scope of this report (see Section 1.10. p. 12).

31 In accordance with the requirements GEN-4 and FUNC-3 set out in EDPB Guidelines 04/2020.
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It must be noted that the final specifications of the application programming interfaces (APIs) that will
be made available by Apple and Google — and of the changes that will be introduced to their respective
operating systems —to power contact tracing systems such as DP”3T, are not yet known (as of the
date of this report). Accordingly, the exact role assumed by Apple and Google will have to be
reassessed once this information is available.3?

7. Healthcare professionals

Hospitals and other healthcare providers help ensure that the DPA3T system is accurate. They
provide to their patients that are tested positive to COVID-19 the authorisation code that is required
for the Users who opt to send their EphIDs to the central server.

Healthcare professionals do not access any information about Users that is generated by the DPA3T
system.

8. Other Stakeholders

Other stakeholders will vary, depending on the manner the system is deployed in each country or
region, but may include:

- network and access providers: they provide the infrastructure through which information is sent

to and from the backend server and Users' devices. The information in transit is encrypted using
TLS protocol; therefore, its content cannot be viewed by such providers.

- User App Editor: the editor of the User App can be the controller or another entity, depending on
the choices made by the government in each country/region. The editor of the User App will know
how many downloads occur on a daily basis but has no access to the content of the User App.

8. Need for a Data Protection Impact Assessment?

The DP-3T system is designed for national (or regional) deployments, but its protocol is scalable
internationally. The requirement for a data protection impact assessment (“DPIA”) will therefore have
to be analysed on a country-by-country (or regional) basis.

DPA3T is currently intended to be deployed in Switzerland. Pursuant to the Swiss Federal Data
Protection Act (“FDPA”)33, there is no mandatory obligation to carry out a DPIA. This DPIA is therefore
carried out on a voluntary basis, following best practices.

In case of deployment in countries that are subject to the GDPR, the need of a DPIA must be assessed
in accordance with Articles 35 and 36 GDPR, which require that a DPIA be carried out before the
implementation in case the processing is likely to result in a high risk to the rights and freedoms of
natural persons. In its Guidelines 04/2020, the EDPB concluded that a DPIA must be carried out prior
to deployment of a contact tracing system, “as the processing is considered likely high risk (health
data, anticipated large-scale adoption, systematic monitoring, use of new technological solution)”34.
The EDPB further recommends the publication of the DPIA.

Furthermore, we note that the Consortium is working on a protocol to allow “roaming” and cross-
border notifications, but only for people that cross borders. In this case, it is possible that the GDPR
will apply to the processing of activities carried out outside of the Swiss border, based on

32 See below Section V.19 p. 29f for further information on data processed by operating systems.
38 RS 235.1
34 EDPB Guidelines 04/2020, § 39.
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Article 3(2)(b) GDPR (monitoring of the behaviour of individuals that takes place within the European
Union).

9.

Previous Data Protection Impact Assessments or Other Form of Personal Data Compliance
Assessment Made On This Project?

There has been no previous data protection impact assessment made in relation to the DP/3T project.

However, the DP”3T project has been evaluated on several occasions by the Swiss Federal Data
Protection and Information Commissioner (Préposé fédéral a la protection des données et la
transparence; Eidgendssischer Datenschutz- und Offebtlichkeitsbeauftragter) (‘FDPIC”).

After its evaluation of the second version of the DP~3T project, the FDPIC noted in its public release
dated 17.04.20203° that:

- DPA3T presents improvement from the point of view of data protection compared to the previous
version of the project reviewed by it, in particular due to the decentralised approach adopted by
DP/3T.

- it is positive from a data protection point of view that the central server, in accordance with the
principle of data minimisation, only receives anonymous keys from users infected by COVID-19
that cannot be traced back to the identity of the persons concerned.

- the user is only informed locally, via the application stored in his phone, that he was in the vicinity
of an infected (and anonymous) user.

- from the point of view of the protection of privacy and in view, the FDPIC generally advocates a
decentralised approach in the context of the DP”3T project.

In an additional public release dated 21.04.2020, the FDPIC noted that it was currently analysing the
data protection aspects of DP”3T and that it generally required to be demonstrated that an
appropriate statutory basis pursuant to Art. 17 FDPA existed.3¢

The UK’s Information Commissioner’s Office also expressed its opinion that the DPA3T system is
“aligned with the principles of data protection by design and by default, including design principles
around data minimisation and security”.3”

Furthermore, the Consortium has published several documents reviewing privacy and security
aspects of the DPA3T system, including:

- an overview of data protection and security elements;38 and

- adetailed privacy and security risk evaluation.3®

35 https://www.edoeb.admin.ch/edoeb/fr/home/actualites/aktuell _news.html#-2047719826.
36 https://www.edoeb.admin.ch/edoeb/fr/home/actualites/aktuell _news.html#-1228430769.
87 Information Commissioner’s Office (17.04.2020) Opinion on Apple and Google joint initiative on COVID-19

3
3

contact tracing technology, page 14. (note this opinion states that, because of their similarity, ‘a number of the
points included in this Opinion regarding the CTF are equally applicable to the DP-3T protocol’).
8 https://github.com/DP-3T/documents/blob/master/DP3T%20-%20Data%20Protection%20and%20Security.pdf
9 https://github.com/DP-
3T/documents/blob/master/Security%20analysis/Privacy%20and%20Security%20Attacks%200n%20Digital %2
OProximity%20Tracing%20Systems.pdf
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10. Scope of This Data Protection Impact Assessment Report

Protocol

As further described in the white paper, the DP"3T system can technically be implemented in a
privacy-preserving manner using two different protocols:

- one is an extremely lightweight system at the cost of limited tracing of COVID-19 positive patients
under very specific conditions (“low bandwidth protocol”); and

- the other design is a variant of the first one and provides extra privacy properties at a small
increase in bandwidth (“unlinkable decentralised proximity tracing protocol”).

This report analyses the data protection impact of the first of these two designs only (low bandwidth
protocol design). It must be noted, however, that the second design is a variant of the low bandwidth
protocol design and that the content of this report will often apply equally to the second design. The
main difference is that the second design does not require disseminating a public list of the keys
corresponding to COVID-19 positive individuals. Instead, the ephemeral identifiers of infectious
individuals are hashed and stored in a Cuckoo filter, which is then distributed to users of the system.

Country-specific functionalities

Secondly, DP/3T is a system that is scalable on an international level. This report covers the system
generally and does not cover its specific implementation in each country. Accordingly, processes and
applications that are designed to be country-specific are outside of the scope of this report.

As an example, the backend server, which is part of the DP*3T protocol, is designed to only accept
data from Users who have received an authorisation from a healthcare professional. However, how
this authorisation will be granted and how the authorisation server will host the authentication keys
are country-specific and therefore outside the scope of this report.

Unretained features

As further described in the white paper, the DP*3T system has initially been designed to also enable
users to voluntarily share data with epidemiologists. The purpose is to help epidemiologists (and
health authorities) better understand how COVID-19 spreads, thus providing the basis to adopt
policies better suited to prevent further infections.

This purpose for the processing of personal data with the DP/3T system is not covered by the analysis
we have carried out. The reason for this is that the stakeholders of the project decided not to enable
this functionality in the current version of the system.

If the implementation of the additional purpose is considered at a later stage, a data protection impact
analysis pertaining to this functionality should be considered.

Current Version and Knowledge

Finally, DP"3T is a fast-evolving system which is being implemented during a period when knowledge
is evolving at a quick pace (particularly regarding the scientific understanding of COVID-19).

This report covers the system in its current form and is based on the knowledge available at the date
of writing of this report.
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Il. THE DATA INVOLVED

1. Introduction

The DP3T contact tracing system has been designed to minimise data collection and processing.

The only information that a contact tracing system needs to provide is whether a user might have
been exposed to the virus through close-range physical contact. The system does not need to reveal
to anyone who the potential contagious contact was with, or when and where it happened.

Accordingly, the DP”3T system relies on the collection and sharing of ephemeral identifiers that
cannot be directly linked to any individual. It is considered that under normal operation, none of the
data that leaves a User's device must be characterised as personal data, as no actor has the ability
to re-identify it with means reasonably likely to be used.

However, reidentification of individual users cannot be entirely excluded and is inherent to any
proximity tracing system. The simplest example is the User that never leaves her home, except once
in a month to buy groceries in a shop which is empty except for the owner. If this User meets no other
person in her way to and from the shop, and is notified by the system that she was in close proximity
to an infected person, she will know that this person was the shop owner.4°

Apart from the risk — unlikely in most cases — of re-identification, there are additional ethical, non-data
protection-related, reasons to treat the entire pipeline of information shared in the system with the
same obligations that would apply if personal data was being processed, and to seek informed
consent at every relevant point even when a different legal basis (e.g. the law or task in the public
interest) may be appropriate to rely on.

In particular, the effectiveness of the system relies on its large adoption by the population, which
can only be achieved if trust is built and maintained.

2. Data being collected

Secret Key (SK)

Upon installation, the User App generates a secret key (SK), that is stored on the User's device.*

The SK in only shared in case a User is diagnosed with COVID-19 and opts in to notify the backend
(in which case the User's SK is sent to the backend server via an encrypted TLS connection and
stored).

Ephemeral Identifiers (EphIDs)

Devices with the User App installed broadcast ephemeral identifiers (EphlIDs) via Bluetooth. EphlDs
are generated pseudo-randomly by the device, derived from the secret key (SK) of the phone.

Each User App locally stores on the device of the User the EphlIDs that it broadcasts, together with
coarse timestamps.#?

In addition, the User App receives the EphlDs that are being broadcast by nearby devices and locally
stores a record of each received EphIDs with the following information:

40" This risk of re-identification is described in details in Section V pp. 33 ff.

4l The secret key (SK) is then regularly renewed, in principle once every 14 days (exact duration will be defined
on country-by-country basis).

42 The duration of timestamps may be adapted. Recommended precision is at least 6h.
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- received EphlID;

- corresponding proximity, duration, and approximate time window (morning/afternoon/night and
the date)*3

S)COFQ \qud‘
(EphTD,
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Figure AA: Processing and storing of observed EphIDs.

These records are stored locally on the Users' device and are never sent anywhere.

EphlIDs are information relating to individuals. These individuals cannot be directly identified by
EphIDs. Determining whether EphIDs must be characterised as personal data depends primarily on
the possibilities of indirectly identifying the individuals concerned, e.g. by singling them out. This
aspect is addressed below in Section 11.3.

Irrespective of their characterisation or not as personal data, the storing and collection of EphIDs
(which are Bluetooth emitted data stored on devices) possibly triggers the application of either (i)
Article 5(3) of the ePrivacy Directive; (ii) Article 45(c) of the Swiss Telecommunication Act (TCA),
and/or (iii) additional national regulations, in each case depending on the respective territorial and
material scope of these regulations.** The requirements of these regulations differ:

- ePrivacy Directive: the storing of information on the Users’ device or gaining access to the
information already stored is allowed only if (i) the User has given consent*® or (ii) the storage
and/or access is strictly necessary for the information society service explicitly requested by the
User (which is the contact tracing system). In the matter at hand, the storage and sharing of
EphIDs are strictly required for the purpose of providing the server requested by the Users (which
is to be informed).

- Swiss TCA: processing is permitted only: (i) for telecommunications services and charging
purposes; or (ii) if users are informed about the processing and its purpose and are informed that
they may refuse to allow processing. Again, the processing of EphIDs is required in the matter at
hand for the services that are provided to users.

- Additional applicable national requlation: requirements must be assessed on a case-by-case
basis.

Location Data

We refer here to location data as “all data processed in an electronic communications network or by
an electronic communications service indicating the geographical position of the terminal equipment

43 These elements are country-specific and will have to be defined by the Steering Committee in a